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Unfortunately, real life looks more like this. How do | form a private
channel to the bank if there’s someone snooping on my connection?
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One-Time Pad

Simple encryption scheme ("one time pad”): given a plaintext we
want to encrypt (e.g. SSN, represented as a bitstring) and a key of
equal length, xor each bit of the plaintext with the corresponding bit
of the key to get a ciphertext.

How do we decrypt? Notice that x&ydx=y®xdx=yH0=y. So:
just xor the ciphertext with the key, bitwise, to get plaintext back.
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Need a really long key. Same length as input! Fine for SSN, credit
card numbers, maybe not so fine if you're trying to transmit the
plans for the Death Star...

Can't reuse key twice without leaking info. Let’s say | send p; @ k and
p> @ k. Then a spy can easily figure out what p1® p» is! Information
leaked!

Needs a key to be shared before the transmission is done. If | need
to walk into bank to share a secret key before sending them my SSN,
why not just give my SSN to them when | walk in?
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Addressing OTP Shortcomings

Long keys can be addressed with "pseudorandom generators” that
take short random strings and turn them into longer strings that
"look random”. Beyond the scope of this course (CS276 and current
workshop at the Simons Institute).

Address the security concerns with public key crypto. RSA is an
algorithm for that.

Big idea: the bank gives everyone a mathematical safe that they can
put stuff into, but only the bank can unlock.
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encrypt data with. It also has (and keeps secret) a private key that
they can use to decrypt data that's been encrypted with the public
key.
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(normally small, say, 3), and then computes d = e
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Puts N = pg and e on their website. Locks up d deep in the bowels of
corporate HQ.

Encrypt: Given plaintext x (say, an SSN), | compute the ciphertext
¢ = E(x) = mod(x®,N) and sends it to the bank (over an open channel
that could be snooped upon).

Decrypt: Bank computes D(c) = mod(c?,N). We'll show (next slide)
this actually gives the plaintext x back.
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a multiple of both p and g. We will show it’s a multiple of p.

- Case 1: p divides x. Then obviously it also divides
x(x*P=1(a-1) _1), as desired.

- Case 2: p doesn't divide x. Then xf(P=1(G-1) = (xP~1)k(a-7),
Applying Fermat's little theorem, xP~'=1 (mod p). So
XD —1 = 1K@ —1=0 (mod p), so x(xFP—DE@=D _7)
must be a multiple of p.

Argument for g is exactly the same. Therefore p|(x¢Y —x). B
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How do we find large primes p and g?

We don’t know whether or not there's an algorithm that's
guaranteed to find a prime efficiently at each time! But... we can pick
random numbers, and test that they're prime.

Prime number theorem: Let z(x) denote the number of prime
numbers less than or equal to x. Then as x goes to infinity, 7(x)
converges to x/lnx. (Proof is far beyond the scope of this course.)

Main takeaway: primes aren’t too uncommon. Pick a bunch of
random numbers and one of them will probably be a prime.

How do we test for primality efficiently? Lots of tests that will tell
you “this is definitely not a prime” or “this may or may not be a
prime” very quickly - simplest is based on Fermat's little theorem!
Efficient algorithm for distinguishing between “this is not a prime”
and “this definitely is a prime” was found in 2002 by Agrawal, Kayal,
Saxena - major breakthrough!
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Implementation Concerns: Repeated Squaring

How about encrypting and decrypting? We need to do some pretty
big exponents.

One way to do this efficiently: repeated squaring. Keep squaring the
base and simplifying (since multiplication can easily be simplified
under congruence).

Fxample: compute 514 (mod 77).

51"=51 (mod 77)

512 = (51)*(51) = 2601= 60 (mod 77)

51% = (51%) *(51%) = 60 x60 = 3600 = 58 (mod 77)
518 = (51%) % (51%) = 58 %58 = 3364 = 53 (mod 77)
51'6 = (518) % (518) = 53 %53 = 2809 = 37 (mod 77)
5132 = (51"%) % (51'®) = 37437 = 1369 = 60 (mod 77)

5132.518.512.51" = (60) * (53) % (60) * (51) =2 (mod 77) .
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To compute ¥ (mod n):

l
1. x¥: Compute X', x2, x4, ... x2"*.

2. Multiply together x' where the (log(i))th bit of y (in binary) is 1.
Example: 43 =101011in binary.

X8 = x32 5 xB s x? 5 X

How many multiplications required? O(logy). Much faster than
multiplying y times!

14



Security of RSA

Why is RSA secure? Even without the private key, we have enough
information to decrypt anything we see (we could just take the
public key, encrypt every possible string representable as a number
under N, and see which one matches the ciphertext).



Security of RSA

Why is RSA secure? Even without the private key, we have enough
information to decrypt anything we see (we could just take the
public key, encrypt every possible string representable as a number
under N, and see which one matches the ciphertext).

The security RSA, like all almost all encryption schemes, relies on
hardness assumptions. We need to assume something is hard in
order to show that decrypting something, or even getting some
information about the plaintext, even with full information, is hard.
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Hardness Assumptions

What hardness assumptions are we making for RSA?

“Given N, e, c=x° (mod N), there is no efficient algorithm for
determining x.”

How would the someone snooping on our connection guess x?

- Brute force: try encrypting every possible string x. There are too
many values of x: 2. Can't do this efficiently*

- Factoring: Try determining d by factoring N into p and g, which
would allow our spy to compute d the same way the bank did.
Factoring large numbers is considered impossible to do
efficiently.

- Direct computation of (p —1)(g —1). Reduces to factoring. Why?
If you compute (p—1)(q—1) =pg—p—g+1, you now know what
p+q and pqg are. Trivial to solve for p and g from here.

Security of breaking RSA requires on hardness of factoring large

integers. 16



RSA in Practice: Padding

SSNs are not particularly long. 9 digits. 1 billion possible SSNs.
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RSA in Practice: Padding

SSNs are not particularly long. 9 digits. 1 billion possible SSNs.

An iPhone 7 has a chip that clocks in at 2.34 GHz... wouldn't be too
hard to encrypt every single SSN with a single public key and then
run a lookup table.

To address this: “pad” the plaintext by appending extra junk bits to it
to make it longer. Determining which junk bits would be secure is
not trivial!’

1ht‘cps://en .wikipedia.org/wiki/Optimal_asymmetric_encryption_padding
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RSA in Practice: Replay Attacks, Nonces

Replay attack: if someone know your ciphertext, he can always send
it again...

| want to withdraw my cash. Info: Encrypt(SSN)

atll




RSA in Practice: Replay Attacks, Nonces

Replay attack: if someone know your ciphertext, he can always send
it again..Use a nonce: a one-time use string - that is concatenated to
the plaintext before encryption.

Tack 32425 onto your SSN before you send it!

Changes each time!

My SSN+nonce is Encrypt(SSN||32425).




RSA in Practice: MITM

RSA allows you to protect your communication from snooping.

©
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RSA in Practice: MITM

RSA allows you to protect your communication from snooping. It
does not protect your communication from tampering (“man in the
middle”, or MITM attacks).
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Protecting against MITM: Take One

Naive approach: store all the public keys in your computer (let's say
you trust the computer manufacturer. Have it done at the factory).
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RSA Signatures

Another way to do it: RSA signatures. |dea: instead of storing every
single public key with you, store the public key of somebody you
trust - the “certificate authority”. The CA can then cryptographically
endorse other keys to tell you “hey, it's really them”.
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RSA Signatures

Another way to do it: RSA signatures. |dea: instead of storing every
single public key with you, store the public key of somebody you
trust - the “certificate authority”. The CA can then cryptographically
endorse other keys to tell you “hey, it's really them”.

& Certificate X
General Details Certification Path
Show:  <All> ©
Field Value ~
= Version

V3
(“Serial number 57 97 c3 b8 66 93 8¢ 97 eb €6 2f 99 11 al 4c 23
[=Signature algorithm sha2S6RSA

n q I-Signature hash al... sha256
@ Secure and accredited connection - 1ssuer Symantec Class 3 EV SSL CA - G3, Symantec T..
(= Valid from Monday, 29 August, 2016 16:00:00

. 1= Valid Thursday, 13 September, 2018 15:59:59

investor.vanguard.com ot invesorvanguatd com, Retal, The Vanguard G..

The Vanguard Group, Inc. [US] v

The connection is secure and the company is known.

Hide details

First visited: Thursday, November 17, 2016

Certificate: The Vanguard Group, Inc. [US] Edit Properties... Copy to File...

VeriSign, Inc.
Connection: TLS 1.2 AES_256_CBC HMAC-SHAT RSA

21



RSA Signatures

Vanguard has a certificate C that says “I’'m Vanguard, and my public
key is K"
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RSA Signatures

Vanguard has a certificate C that says “I’'m Vanguard, and my public
key is K"

Wants to have it signed by Verisign: “I'm Verisign, and | endorse this
message.” Verisign has an RSA public/private key pair: Ky = (N, e),
k, =d, N =pq. Verisign's public key, Ky, is known by end users
(preloaded into browsers and computers).

22



RSA Signatures

Vanguard has a certificate C that says “I’'m Vanguard, and my public
key is K"

Wants to have it signed by Verisign: “I'm Verisign, and | endorse this
message.” Verisign has an RSA public/private key pair: Ky = (N, e),
k, =d, N =pq. Verisign's public key, Ky, is known by end users
(preloaded into browsers and computers).

Verisign signature of C: S,(C) = D(C,k,) = C? (mod N).

22



RSA Signatures

Vanguard has a certificate C that says “I’'m Vanguard, and my public
key is K"

Wants to have it signed by Verisign: “I'm Verisign, and | endorse this
message.” Verisign has an RSA public/private key pair: Ky = (N, e),
k, =d, N =pq. Verisign's public key, Ky, is known by end users
(preloaded into browsers and computers).

Verisign signature of C: S,(C) = D(C,k,) = C? (mod N).

Browser receives C, the certificate, and Sy(C), the signature. Check:
Does E(S,(C),Ky) equal C? It should be, since

E(Sy(C), Ky = (Sy(C))¢ = (C?)¢ =% =C (mod N)

22



RSA Signatures

Vanguard has a certificate C that says “I’'m Vanguard, and my public
key is K"

Wants to have it signed by Verisign: “I'm Verisign, and | endorse this
message.” Verisign has an RSA public/private key pair: Ky = (N, e),
k, =d, N =pq. Verisign's public key, Ky, is known by end users
(preloaded into browsers and computers).

Verisign signature of C: S,(C) = D(C,k,) = C? (mod N).

Browser receives C, the certificate, and Sy(C), the signature. Check:
Does E(S,(C),Ky) equal C? It should be, since

E(Sy(C), Ky = (Sy(C))¢ = (C?)¢ =% =C (mod N)
What about security?

22



RSA Signatures

Vanguard has a certificate C that says “I’'m Vanguard, and my public
key is K"

Wants to have it signed by Verisign: “I'm Verisign, and | endorse this
message.” Verisign has an RSA public/private key pair: Ky = (N, e),
k, =d, N =pq. Verisign's public key, Ky, is known by end users
(preloaded into browsers and computers).

Verisign signature of C: S,(C) = D(C,k,) = C? (mod N).

Browser receives C, the certificate, and Sy(C), the signature. Check:
Does E(S,(C),Ky) equal C? It should be, since

E(Sy(C), Ky = (Sy(C))¢ = (C?)¢ =% =C (mod N)

What about security? Making the signature requires computing
D(C,ky) which is hard without ky. Same security analysis of RSA

applies!
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Whom do you trust?

You need to trust the browser vendor/computer manufacturer that
gave you the list of trusted CAs initially and trust the CA to only sign
legitimate certificates.

Certificates X
Intended purpose: <All> v
Other People liate Certification Trusted Root Certif Authorities <« »
Issued To Issued By  Expiration ... Friendly Name ~
SIAAA Certificate Services AAA Certif... 2028-12-31  COMODO CA
“W/AddTrust External CA ... AddTrust ... 2020-05-30 The USERTrust Network™
SAffirmTrust Commercial AffirmTrus... 2030-12-31  Trend Micro
“JBaltimore CyberTrust ... Baltimore ... 2025-05-12 DigiCert Baltimore Root
S/Certum CA Certum CA  2027-06-11  Certum
S/Certum Trusted Netwe 2029-12-31  Certum Trusted Netw k CA
/COMODO RSA Certifi 2038-01-18 COMODO SECURE™
iCopyright (c) 1997 Mi .. 1999-12-30  Microsoft Timestamp Root
“/Deutsche Telekom Roo... . 2019-07-09 Deutsche Telekom Root CA 2
SiDiniCert Assured TN R 2031-11-00__ DiniCert
Import... Export... Remove Advanced
Certificate intended purposes
Secure Email, Client Authentication, Code Signing, Server Authentication
View
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What happens when trust breaks down?

HEY, T JusT Gor HOW WAS IT? | THERE WaS A GIRL. NO.
HOME- FROM THE PARTY' ——— NO LIF?EA WHD SHE WG, *I SIGNED HER
i‘ _THEONE | | T screweD I}O:ASE:ESJ ’;’;‘SN"K*{?EO;”";E‘ D‘yauc KEY.
WITH THE UP BAD. p; ‘
IRC FDLKS? NP
YERH. \JHAT / O\ m‘v\f
HAPPENED? AND WHAT, YO :
SLEPT WITH HER?
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What happens when trust breaks down?

Superfish admits installing root
certificate authority to show ads on
secure sites

OWEN WILLIAMS INSIDER

‘U arsitechnica

/

Dell does a Superfish, ships PCs with easily
cloneable root certificates
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What happens when trust breaks down?

. . New Account | mOZilla
Bugzilla@Mozilla Log In | Forgot
Password

Home New Browse Search
[help] Reports
Product Dashboard

Bug 1311713 - CA Comodo used broken Last Comment
OCR and issued certificates to the wrong people

Debian Bug report logs - #744027
Please remove StartCom Certification
Authority root certificate
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Questions?



